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Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several
components in the form of text, graphics and/or software modules. The application examples are
a free service by Siemens AG and/or a subsidiary of Siemens AG (“Siemens”). They are non-
binding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute
customer-specific solutions. You yourself are responsible for the proper and safe operation of the
products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.

Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the
application examples used by technically trained personnel. Any change to the application
examples is your responsibility. Sharing the application examples with third parties or copying the
application examples or excerpts thereof is permitted only in combination with your own products.
The application examples are not required to undergo the customary tests and quality inspections
of a chargeable product; they may have functional and performance defects as well as errors. It is
your responsibility to use them in such a manner that any malfunctions that may occur do not
result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without
limitation, liability for the usability, availability, completeness and freedom from defects of the
application examples as well as for related information, configuration and performance data and
any damage caused thereby. This shall not apply in cases of mandatory liability, for example
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent
non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for
damages arising from a breach of material contractual obligations shall however be limited to the
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross
negligence or is based on loss of life, bodily injury or damage to health. The foregoing provisions
do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens
against existing or future claims of third parties in this connection except where Siemens is
mandatorily liable.

By using the application examples you acknowledge that Siemens cannot be held liable for any
damage beyond the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without
notice. In case of discrepancies between the suggestions in the application examples and other
Siemens publications such as catalogs, the content of the other documentation shall have
precedence.

The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with industrial security functions that support the secure
operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement — and continuously maintain — a holistic, state-of-the-art industrial security concept.
Siemens’ products and solutions constitute one element of such a concept.

Customers are responsible for preventing unauthorized access to their plants, systems, machines
and networks. Such systems, machines and components should only be connected to an
enterprise network or the Internet if and to the extent such a connection is necessary and only
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.

For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.

Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
at: https://www.siemens.com/industrialsecurity.
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1 Industrial Thin Clients (ITC)

1

Industrial Thin Clients (ITC)

The SIMATIC Industrial Thin Clients are terminal devices specially developed for
the industrial environment. They are designed to be used in client-server
architectures to provide remote access to server systems.

The computing power is provided by the server, and the ITC serves as an I/O
device. Therefore, the ITC does not need high-performance hardware components
or a fan, which is reflected in the price of the devices and maintenance.

Remote protocols supported by the ITCs are:
e RDP (TCP/UDP),

e VNCand

e Sm@rtServer.

Furthermore, the ITC's V3 devices provide an HTML5 browser that allows them to
access web applications.

The ITCs have a touch display as standard, which makes them a complete
operator terminal without additional hardware. The devices are available in different
display sizes (12, 15, 19 and 22 inches). They can be easily installed in the control
cabinet or with a VESA mount. The integrated USB interfaces can be connected to
further 1/0O devices (mouse/keyboard) to increase the ease of use. An integrated
Gigabit LAN interface ensures fast and secure communication. The ITCs have an
embedded operating system and do not have their own mass storage media, which
prevents the installation of programs on the devices and reduces further
maintenance of the devices. Siemens offers the SIMATIC TC-EX device variants
for use in potentially explosive environments.

The uncomplicated set-up of the devices enables you to quickly integrate into new
and existing systems. For ease of use of the devices during operation, the following
features were integrated:

e Automatic connection setup at the start of the ITC.

e Auto-reconnect if a connection is lost.

e The ability to maintain multiple connections to servers.

e Fast, easy switching between the active compounds.

These features make ITCs the ideal thin client for virtually all terminal applications.
Other advantages that distinguish the devices are:

¢ A mean backlight operating time of 80,000 h.

e Protection class IP65 (installation in the control cabinet)

e Shock resistance

e Temperature compatibility from 0 to 50°C

Thanks to the additional service and support period of 9-11 years, the SIMATIC
ITCs also offer very high investment security.

ITC configuration examples
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2 Supported protocols

2
2.1

2.2

Supported protocols
Remote Desktop Protocol (RDP)

RDP is a system-bound network protocol from Microsoft, which was developed
especially for remote access to Windows computers. It does not require any
additional installation of software as it is integrated directly into the operating
system. This makes it possible to remotely access the server before logging in.

On RDP, screen control commands are not transmitted to the graphics card, but
sent over the network. A client evaluates these commands and displays them on
the local screen. The client sends its input commands back to the server via this
connection.

This makes the protocol very effective. However, it is strongly linked to the
Windows architecture. Essentially, GDI (Graphic Device Interface) commands are
sent. GDI is a library of graphics commands developed by Microsoft for Windows
operating systems. If RDP is implemented on a different operating system, the
commands of the external OS must be converted to Windows commands.

At the server computer, the user is logged off and the current screen is no longer
displayed as soon as a client is connected.

The connection via the network is implemented via IP address (IPv4 and IPv6) via
TCP or, since RDP V8.0, also via UDP. The default port for access via RDP is
3389.

Virtual Network Computing (VNC)

VNC is a software that mirrors the screen content of a remote computer (server) on
a local computer (client). It is also possible to transfer virtual screens. In return, the
client sends keyboard and mouse movements to the server. It lets you work on a
remote system as if you were there.

VNC uses the Remote Frame Buffer Protocol (RFB) to transmit screen content and
user input. The RFB is a network protocol for accessing the graphical user
interfaces (GUI) of other computers. It is thus platform-independent usable, in
contrast to other remote maintenance software.

This principle makes the protocol universally applicable, so it can be used on any
operating system. For example, it is possible to access a Mac or Linux computer
from a Windows PC.

However, VNC is not very efficient. It will transfer large amounts of data. However,
the entire screen content is sometimes not sent, but only the difference to the
previous one. Nevertheless, the protocol is slow, especially at high latencies, even
though the data is usually compressed. In addition, VNC software must be installed
and started on the server and the client. This circumstance makes it necessary for
another user to first boot the server system, log on to the system, and start the
VNC software.

ITC configuration examples
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2.3

Sm@rtServer

The Sm@rtServer is an optional package from WinCC and is based on VNC
technology. It enables remote control and monitoring of SIMATIC HMI products via
Industrial Ethernet via the intranet and Internet. Here, simple server-client
mechanisms are provided for the devices. The Sm@rtServer is available for use on
SIMATIC HMI panels or systems with installed RT Advanced and is integrated as
standard in the RT-Advanced and Comfort Panels products. The Sm@rtClient can
act as a fully functional operator station either in "View only" mode or with
operating rights. It can access up to three panel applications and up to five clients
for PC applications.

Just as with the VNC system, the server's screen is mirrored on the client and the
operating commands are forwarded from the client to the server.

The activation of the Sm@rtServer takes place with one click via the engineering
system TIA Portal.

Hypertext transfer protocol (http)

Thanks to the integrated web browser, the ITCs can establish communication via
http. This browser is integrated into the V3 devices of the ITCs and allows the
interpretation of the markup language HTMLS5.

The Hypertext Markup Language, abbreviated HTML, is a text-based markup
language for structuring digital documents such as texts with hyperlinks, images
and other content primarily on the internet. Compared to its predecessor versions,
HTMLS5 offers new features to implement video, audio, local storage, and dynamic
2D and 3D graphics without the need for additional plug-ins.

ITC configuration examples
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2.3.2

2.4

WinCC WebUX

WinCC WebUX is an optional package developed for device-independent use on
smartphones, tablets, PCs and other mobile devices. It translates runtime
application images into HTML5 code and makes them available via the IIS
(Microsoft Internet Information Service). This makes it possible to operate and
monitor the runtime on any operating system. The only requirement is an HTML5-
capable browser in which the project can be called up. To use WebUX, no client-
side installation of Siemens software is required.

So, it is possible to access your system from any place at any time.
Communication is secured via HTTPS and SSL certificates.

Web server

Many Siemens products provide an HTML5 web server. These web servers
provide predefined default Web pages for easy viewing of service and diagnostic
information. They can be activated with little effort when configuring the devices. In
addition, products such as the S7-1500 can also be used to generate individually
designed user-defined web pages. As with WebUX, client-side use of the web
server requires only an HTML5-enabled browser.

Intel Active Management Technology (IAMT)

The iIATM is an Intel-developed system-based lights-out management (LOM)
system for the administration and remote maintenance of computer systems. It is
based on the Intel vPro platform, which the manufacturer has developed for PCs in
the office environment. The iIAMT consists of a separate hardware component that
is independent of the rest of the computer system, the Intel Management Engine
(Intel ME). In current chipsets from Intel, this hardware is built in the form of its own
microcontroller.

This autonomous microcontroller is powered by the permanent 5V supply of the
power supply. It is therefore always in operation as long as the computer is
plugged in, even if it is not switched on (with correct settings in the BIOS). The
microcontroller has its own internal interfaces and is equipped with an externally
accessible Ethernet interface. Thus, all system components can be accessed even
when the computer system is in a non-functional or powered-down state. The iIAMT
offers various fix-programmed software modules, including its own VNC server and
a web server.

The AMT web server makes it possible to read system information and control
system functions. Furthermore, it can also be used to change the settings of the
AMT. The user can remotely access the computer and mirror its screen via the
AMT-VNC server. The advantage here is that the VNC server is active even
without a logged-in user or operating system and so the BIOS (except MEBx
settings) can be accessed.

IAMT is used in virtually all desktops, servers and tablets based on Intel vPro.
Among other things, these are the Intel Core i series i3, i5, i7 and the Intel Xeon
processor families, which are also used in certain SIMATIC IPCs.

ITC configuration examples
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3

3.1

Configuration examples of ITCs

This section shows you some configuration examples of SIMATIC ITCs. This

means that you can choose the right application for your needs.

Virtualization server

A virtualization server has software called a hypervisor. This software is
responsible for the resource management of a computer. Thus, the hypervisor
makes it possible to divide the hardware of a physical computer into several virtual
computer systems.

It is possible for the resources of each virtual machine such as,

e CPU cores,

¢ RAMand

e disk space

to be allocated freely.

The number of virtual machines (VM) is limited by the available hardware
resources.

Each of these VMs forms a self-contained system that can operate as a complete
machine independent of the other VMs. Therefore, it is possible to install a
separate operating system and different software on each VM. Another advantage
of the virtualization server is that the VMs, including the software they contain, can
be easily duplicated.

This means that you can quickly equip a staff with a suitable system for his work,
without much installation effort and without having to provide his own physical
computer. Via the ITC, the user can log on to his VM via RDP and work on it as
usual. Another advantage of these systems is that the individual computers no
longer need to be maintained, but only the server.

Figure 3-1
Virtualization server

VM1 VM 2 VM 3 VM 4
WinCC server WinCC client 1 WinCC client 2 WinCC client 3

N N /7 A

Hypervisor

Server hardware resources
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3 Configuration examples of ITCs

A scenario for using a virtualization server in conjunction with WinCC is a multiuser

application. One VM serves as WiInCC server and the others as WinCC clients.
ITCs allow several users to move in their own session in one project at the same

time.

Figure 3-2

Industrial Thin CIients/ViBEuaI Workstations

e

VM2
WinCC client 1

VM3
WinCC client 2

VM3
WinCC client 3

Switch

Virtualization server/

WinCC server

B PROFINET / IE
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3 Configuration examples of ITCs

3.2

Remote operation of systems

It often happens that remote access to systems is required. There are three
different protocols that support the SIMATIC ITCs. Each of these protocols has its
own special features, which were already described in section 2.

Remote control via RDP

With the RDP it is possible to access an operating system that has already been
booted up. This allows remote restarts

without the need for an on-site operator. Therefore, this type of access is
particularly suitable for remote facilities without the presence of expert personnel.
Since the RDP does not transmit large amounts of data, this protocol guarantees
the highest performance.

Remote control via VNC

Since the VNC server has to be started from the operating system, it is not possible
to restart a system with it. Otherwise, however, all the functionalities are the same
as the remote computer being accessed. However, since a large amount of image
data is sent via Ethernet, delays in transmission may occur.

Remote control via Sm@rtServer

The Sm@rtServer is a VNC server, developed by Siemens, which is adapted to the
requirements of runtime advanced and panel systems. The Sm@rtServer can be
easily set up on the panels and computers that have an RT Advanced installed. It
offers the same functionality as the traditional VNC server.

SIMATIC IPC Industrial Thin Clients

R
Switch [HE Switch

CPU

[ PROFINET / IE

ITC configuration examples
Article ID: 109758315, V1.0, 08/2018 11



© Siemens AG 2018 All rights reserved

3 Configuration examples of ITCs

3.3

Operation of a system of several operating stations

For large distributed systems, using VNC or Sm@rtserver is a good idea because
all clients present a mirrored image of the server in this remote access. This allows
the operator to control and monitor the same project/system from each operator
station.

If more than one client is used, it must be ensured that the VNC server is designed
for concurrent access of multiple devices. The Sm@rtServer supports up to five
computer systems and up to three clients on the panel. In this configuration
example, make sure that the individual clients do not overlap the operation, as this
can lead to problems.

Productionsystem with errorsc)r\eens/ITC

Operationpanel

Switch

cpu (G2

[ PROFINET/ IE
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3 Configuration examples of ITCs

3.4

Online applications for WinCC projects

The V3 models of the SIMATIC ITCs support the use of HTML5 with the integrated
web browser.

With the WinCC WebUX option, it is possible to release application pictures and
entire HMI projects from WinCC via Microsoft 1IS. This allows any device that has
an HTML5 browser to access your applications over the Internet from anywhere, at
any time, with an authorized user.

This application is particularly suitable for the observation of production processes
and the triggering of non-critical control commands, for which it is not necessary to
be on-site, such as the changing of recipes and the commissioning of production
goods.

Access is only possible to the contents released in runtime and only by authorized
web users.

The ITCs enable a straightforward connection to the provided WebUX process
pictures and the operation and monitoring of WinCC projects via the
Internet/Intranet.

Productionsystem with ITC with HTML5 Browser
WebUX A

Switch

CPU with
Webserver

W PROFINET/ IE
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3 Configuration examples of ITCs

3.5

Decentralized operation of SIMATIC WinCC and virtual
workstation

This application provides several Windows sessions and applications from a
terminal server. The terminal server is equipped with a Windows server operating
system and provides a separate Windows session for each ITC, which is called up
using RDP.

The ITCs serve as a terminal where the individual users can work independently.
Each user can login with their credentials to each ITC and work with the provided
applications and data on the server.

Thus, not every worker needs his own full-fledged PC, because the computing
power is provided by the server. In this way, license costs can be saved. Also, the
maintenance of individual systems can be centralized and simplified.

This configuration, in conjunction with a WinCC server and the optional
WebNavigator package, enables distributed use of a WinCC project. Every
registered user can access the WinCC project completely independently of the
others via his Windows session and the Internet Explorer. A major advantage of
this system is the decentralized use of WinCC without requiring separate licenses
for each WinCC client.

The complete article with a sample project can be found under this link (Article ID:
28309119).

WinCC Server Terminal Server

JARRY [T

Industrial Thin Clients
A

Industrial Ethernet

[l

=EEERE]
ENEss(s

Switch

CcPU a7,
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3 Configuration examples of ITCs

3.6

3.6.1

3.6.2

Note

Remote maintenance of systems

Remote maintenance via VNC, Sm@rtServe and AMT

The VNC protocol is particularly suitable for the remote maintenance of systems. It
offers the advantage that the displayed screen is mirrored and not completely
transferred to the remote client. Thus, both users can view all information at the
same time on the system's computer and at the ITC. The trained professional does
not need to be on-site to analyze the system and troubleshoot. The production
worker can watch the troubleshooting live and intervene when minor errors occur
again.

The Sm@rtServer is a Siemens-developed VNC server, which is adapted to the
requirements of runtime advanced and panel systems. This can be easily set up on
the panels and computers that have an RT advanced installed. It offers the same
functionality as the traditional VNC server.

The Intel AMT also has an integrated VNC server. This offers all the functionality of
the conventional VNCs. Since the AMT belongs to the LOM systems, the AMT
VNC server is always active when the device is connected to the mains. This
means that restarts and settings in the BIOS are possible with this type of remote
maintenance. This provides the client with almost any opportunity to access the
computer system that a field technician has, and makes the AMT an ideal system
for such tasks.

Remote maintenance via web server

The AMT (Active Management Technology) of the company Intel has an integrated
web server. It provides access to system information, enabling remote diagnostics
over the Internet/Intranet. Furthermore, it is possible to trigger certain control
commands via the web server, such as restarting the computer. Thus, no service
employee has to be on site for this type of maintenance.

Full access to the functions of the AMT is provided by the SIMATIC IPC Remote
Manager tool. So it is also possible to access the BIOS remotely.

Other devices such as the CPUs S7-1500 and SITOP power supplies also have an
integrated HTML5-capable web server, which can be activated in the TIA Portal
with just a few settings. With this, as with the AMT, it is possible to access the
diagnostic pages of various SIMATIC products and trigger system-related control
commands.

Production systems 1-4 )
ITC/maintenance computer

B PROFINET/ IE

]
]
S
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4 Configuration of the ITC

For the first use, it is necessary to make some settings at the ITC that allow the
creation of new remote connections. These settings and other features are

explained in this section.

1. Start the ITC. At the bottom of the screen you can see the user interface of the
ITC. The rest of the screen is reserved for viewing the image of the currently

connected remote server.

2. Click on the gear icon in the menu bar. (1) This opens a drop-down list. Click
on the entry "Configuration”. (2) This opens the configuration screen of the
ITC. Here you can see various information about the device

Figure 4-1

3. Click on the "Login" button to change these settings.

Figure 4-2

Information

Reboot Save Manual Exit

Device information
Device name

MLFB number

Firmware version

SW Revision
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4 Configuration of the ITC

4. This opens the login window. Enter your login password and confirm the entry
with the "Logon" button. If you have not yet assigned your own password, the
default password is "admin".

Figure 4-3

Administrator logon

‘ Logan Cancel

5. Entering the password gives you full access to the settings of the device. The
menu bar on the left side is expanded with the correct entry of the password.
Open the system settings by clicking on the "System" button.

0.000¢

Reboot Save Manual Exit

Figure 4-4

System
Device information Device configuration
Device name Firmware file
ITC_V3 | Update
Comment Configuration file
Save Restore
Screen settings Restore to
Language factory settings
English h
Screen brightness Remote maintenance
- 100 ]
+ | Permit access to deskto)
v :
Touch screen 3 2
Permit operation
Right mouse click
D Encryption

Date & Time

Password ]
2018-06-27 FTTTTTTN

Port
14:17

5900

6. Optional: In the system settings, the following settings:

e The device name, as well as the
e Screen-,
e Touch and
e time settings
can be changed.

Furthermore, in this menu you can influence the firmware and set up the system's
internal VNC server if you want to remotely access the ITC. Adjust the settings
according to your requirements.
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4 Configuration of the ITC

7. Open the network settings by clicking on the entry "Network" (1). Uncheck the
check box "Assign IP address” (2) and assign an IP address (3) and subnet
mask (4) if you do not want automatic assignment via DHCP. Allocation of the
default gateway is still required for access to the Internet. (5)

Figure 4-5

Save Manual Exit

172.16.42.133

Subnet mask

Network

8. A new remote connection is set up under the connection settings. Open it by
clicking on the "Connection" button. The creation of various connections is
described in more detail in the later sections "Setting up the" ... "connection
with the ITC".

Figure 4-6

w A
- Al
Reboot Save Manual Exit

Connections

COMFORT_TP1200

*

IPC477E_RDP
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4 Configuration of the ITC

9.

10.

11.

This opens a window in which you can see your previously configured
connections. At the bottom of the window are four buttons that allow you to
create, edit, test, and delete connections.

You can change the password in the password settings. These can be
accessed via the "Passwords" button. The password request is a minimum
length of 8 characters.

If you have adjusted all the settings to your requirements, confirm them with
the "Save" button. The configuration is saved and the device is restarted.

Result

You have successfully completed the basic ITC settings and can create new
connections and use them for remote access.

ITC configuration examples
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5 Setup of the connections

5.1 Remote Desktop Protocol

This section briefly explains what settings you need to make on the server machine
to enable the RDP server and how to connect to the ITC via RDP.

5.1.1 Components used

This application example was created with these hardware and software

components:
Table 5-1
Components Numbe Article number Note
r
IPC477E 1 6AV7241-7LH44-0FA0 | «  Generally the
configuration is
possible with all
Windows systems
ITC2200 V3 1 6AV6 646-1BA22-1NAO
Windows 10 Enterprise
2016 LTSB
5.1.2 Configuration of RDP

Setup of RDP on Windows 10
This section will show you how to allow remote desktop connections on your PC
system.

Note The computer accessed via RDP and the ITC must be connected via Industrial
Ethernet. The IP addresses and subnet masks must be set so that the two
devices can reach each other.

1. Open the Control Panel of your IPC. Click on the search symbol. (1) Enter
"Control Panel" in the search window. (2) Click on the entry "Control Panel". (3)
Figure 5-1

Best match

Control Panel
Desktop app 3
Settings

Trusted Windows Store app

@&Eﬁ&:
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2. Inthe "Control Panel", select the "System and Security" category.

Figure 5-2

Control Panel - m]
5 v 4 » Control Panel > v o
Adjust your computer's settir @ Viewby: Category ¥
Systermn and Securit User Accounts
) |
Review your computer's status a & Change sccount type
Save backup copies of your files with File History ’
Backup and Restore (Windows 7) tH Appearance and Personalization
Find and fix problems
-~ Change the theme
* 3 Network and Internet Clock L. d Reai
\ Connect to the Internet 0CK, Language, an egion
View network status and tasks Add a language
Choose homegroup and sharing options ’ Change input methods
Change date, time, or number formats
, / Hardware and Sound £ £ A
B View devices and printers aS‘FE OT Access
Add 3 device Letj.flﬂdcvrxssuggestsettlngs
Adjust commonly used mobility settings Optimize visual display
“~_ Programs
[‘]’ Uninstall a program
H H H H n n
3. Open the system information by clicking on the "System" category.
Figure 5-3
Q. System and Security -
“« v 4 ‘ » Control Panel » System and Security » v O Search Control Panel
~
Control Panel H - ;
enirelFeneitiome ’1? Security and Maintenance
o System and Security Review your computer's status and resolve issues Gchange User Account Control settings
Troublesheot commen computer problems
Network and Internet
Hardware and Sound ﬂ Windows Firewall .
Check firewall status | Allow an app through Windows Firewall
Programs
User Accounts q S__YSTem
= Viewam UM and processor speed | P Allow remote access | Launch remote assistance
Appearance and Seetherf \computer
Personalization
Clack, Language, and Region \@ Power
Ease of Access Change battery ings | Change what the power buttensdo | Change when the computer sleeps
File History
Save backup copies of your files with File History | Restore your files with File History
Backup and Restore (Windows 7)
Backup and Restore (Windows 7) Restore files from backup
BitLocker Drive Encryption
Manage BitLocker
Storage Spaces
Manage Storage Spaces
Waork Folder: =2
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4. Click on the entry "Remote settings" in the list on the left side of the window.
This opens a window with the settings for remote access.

Figure 5-4
A system - m}
« ~ 4 E& 5 Control Panel » System and Security » System v (@ Search Control Panel »
[ )
Control PanelH @ View basic information about your computer
§ Device Managey Windows edition

) Remote setting Windows 10 Enterprise 2016 LTSB

il \ A/
G System protection © 2016 Microsoft Corporation. All rights reserved. .. WI n d OWS 1 0

&) Advanced system settings

System
Manufacturer: Siemens AG SI EMENS
Model: SIMATIC IPC47TE
Processor: Intel(R) Xeon(R) CPU E3-1505L w3 @ 2.00GHz 2.00 GHz
Installed memory (RAM): 16,0 GB (15.9 GB usable)
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Touch Support with 10 Touch Peints

Siemens AG support

Phone number: +49 (0)911 885 7222
Support hours: Mo.-Fr.: 8 a.m. to 5 p.m. (CET)
Website: Online support

Computer name, domain, and workgroup settings
seealse Computer name: UNIFIEDRT G Change settings
Security and Maintenance Full computer name; UNIFIEDRT

5. A window with the settings for remote access appears. Enable the "Allow
remote connections to this computer” option. (1) Save the setting with the
"Apply" button. (2) Close the window with the "OK" button. (3)

Figure 5-5

System Properties *
Computer Name  Hardware Advanced System Protection Femote

Femote Assistance

Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?
Advanced...

Remote Desktop
Choose an option, and then specify who can connect.
(Z) Don't allow remote connections to this computer

7)) Allow remote connections to this computer

{ [] Allow connections only from computers running Remote
N Desktop with Network Level Authertication recommended)

Help me choose Select Users...

B) B)

3}
| oK 'ﬂ"‘m’ncel .ippl',-/T <
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5.1.3 Setup the RDP connection with the ITC

This section describes how to connect the ITC to an RDP server.

1. Open the settings of the ITC and log in as administrator. Open the
configuration window for the configured connections (as described in
section 4).

2. Click the "New" button at the bottom of the image to create a new connection.
You will be directed to the configuration screen for setting up and editing
remote connections. Depending on the selected connection type, unnecessary
fields are grayed out.

Figure 5-6

0.0000

Reboot Save Manual Exit

Connections

BNE  comrorT_TPI200

IPC477E_RDP

IPCATTE_VNC

H Connections

3. Open the drop-down list labeled "Select Connection Type" (1) and select the
RDP connection. (2)

Figure 5-7

\Connections

\( Select Connection Type |
" Select Connection Type LD
RDP 2

@ vNC

@ sm@nserver Autostart connection
2 web

U Citrix Single Application

Password

Show connection (Favorites)

Reconnect automaticall
[ Citiix Application List v

&3 wincC 0OA Connect USB as drive

Fitto screen

Encryption
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4. Enter the parameters

e Connection name (freely selectable),

e Server IP address (address of the server computer),
e Port (standard port 3389),
e Username (Windows username on the RDP server) and

e User password (Windows password of the user on the RDP server)
in the appropriate fields.

In the checkboxes you can activate and deactivate further functions of the

connections. Only the functions that are relevant for the used protocol type can
be selected.

5. Enable the "Show Connection (Favorites)" function to quickly access this

connection. (1)

Note Note that the maximum number of favorite connections is limited to nine.

6. Confirm the creation of the connection with the "OK" button. (2)
Figure 5-8

ITC configuration examples

Article ID: 109758315 ,

V1.0,

Connections

Connection type
] rRDP
Connection name
IPCATTE_RDP
Description

Sermver (IP address or hostname)
172.16.42.166

Port

3369

Start program

Redundant 2nd server
— No redundant second server —

08/2018

Domain

User
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Password

Autostart connection

E Show connection (Favorites)
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Connect USB as drive
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Result

You have successfully configured an RDP connection. You can find it on the start
screen by clicking on the star icon (Favorites). (1) Clicking on the connection allows
you to remotely access the screen of your RDP server and see its contents. (2)

Figure 5-9

1 COMRORT_TP1200
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5.2 Virtual Network Computing

This section explains what settings you need to make on the server machine to set
up VNC and how to connect to the ITC

5.2.1 Components used

This application example was created with these hardware and software

components:
Table 5-2
Components Number Article number Note
IPC477E 1 6AV7241-7LH44-0FAO
ITC2200 V3 1 6AV6 646-1BA22-1NAO
Windows 10 Enterprise 1
2016 LTSB
TightVNC V2.7.10 1 e  Other VNC server
programs are
possible
Note Make sure that the software you use is compatible with Siemens software and

hardware.

Siemens provides a Compatibility tool for this purpose.
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5.2.2

5.2.3

Setting up the VNC server

1. Install the software (in this example TightVNC) on your server computer. (here

IPC 477E)

2. When you finish installing the Tight VNC server program, a configuration
window opens. Enable the password option for remote access. (1) Enter a
password and confirm it. (2) Enable the password option for the administrator
settings. (3) Enter a password and confirm it. (4) Finish the configuration with

the "OK" button. (5)
Figure 5-10

TightWVMNC Server: Set Passwords
Please protect your TightVMC Service, Make sure to enter a password for remote access.
Also, it might be a good idea to use administrative password on multi-user systems,
Password for Remote Access
() Do not change
(C) Do not use password protection (DANGEROUS!)
®) Require password-based authentication (make sure this box is always chedked!)

E @j Enter passwaord: e
N Confirm password: | see
Administrative Password

() Do not change
O Do not use password protection

&

®) Protect control interface with an administrative password
{ @j Enter password: e

E 4

S Confirm password: | s

K

Result:

You have successfully installed and configured your VNC server. It is
automatically active and starts automatically when a user logs in.

Setting up the VNC connection with the ITC

This section describes how to connect the ITC to a VNC server.

1. Open the settings of the ITC and log in as administrator. Open the
configuration window for the configured connections (as described in

section 4).
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2. Click the "New" button at the bottom of the image to create a new connection.
You will be directed to the configuration screen for setting up and editing
remote connections. Depending on the selected connection type, unnecessary
fields are grayed out.

Figure 5-11

H Connections

Connections

0000

Reboot Save Manual Exit

COMFORT_TP1200

IPC477E_RDP

*

3. Open the drop-down list labeled "Select Connection Type" (1) and select the
VNC connection. (2)

Figure 5-12
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" Select Connection Type
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[ Citiix Single Application

[ rOP
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2 web

_ Domain

[ citrix Application List

[ wincC 0A
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Password
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Show connection (Favorites)
Reconnect automatically
Connect USB as drive

Fitto screen

Encryption

Cancel
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4. Enter the parameters

e Connection name (freely selectable),

e Server IP address (address of the server computer),
e Port (standard port 5900),
e Password (previously set VNC server password)

in the appropriate fields.

In the checkboxes you can activate and deactivate further functions of the

connections. Only the functions that are relevant for the used protocol type can

be selected.
5. Enable the "Show Connection (Favorites)" function to quickly access this

connection. (1)
6. Confirm the creation of the connection with the "OK" button. (2)

Figure 5-13
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Result

You have successfully configured a VNC connection. You can find them on the
start screen by clicking on the star icon (Favorites). (1) Clicking on the connection
allows you to remotely access the screen of your VNC server and see its contents.
(2)

Figure 5-14

| COMRORT_TP1200
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5.3

531

Sm@rtServer

This section explains how to enable the Sm@rtServer on a comfort panel and how

to connect to the ITC.

Components used

This application example was created with these hardware and software

components:
Table 5-3
Components Number Article number Note
TP1200 comfort panel 1 6AV2124-0MCO01-0AX0 | Or other comfort panels
ITC2200 V3 1 6AV6646-1BA22-1NAO
SIMATIC STEP 7 Prof. 1 6ES7822-1AA05-0YAS | o  Floating license
V15 e With USB stick
e With DVD
SIMATIC WIinCC 1 6AV2103-0DA05-0AA5 | ¢  With 512 power tags
Professional V15 e With DVD

(SIMATIC WinCC
Advanced V15 is
sufficient for
configuration)
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5.3.2 Activating the Sm@rtServer

This section describes which settings you must make in the WinCC project to set
up a Sm@rtServer. This option is only available for WinCC Advanced and Panels.

1. Open the "Runtime Settings" of your HMI system in the "Project Tree". (1)

2. Select the "Services" category from the area navigation. (2) Put the check
mark in the "Remote control" area of the "Start Sm@rtServer" option. (3)

Figure 5-15

T4 Siemens - C:WUsers\W15er\Desktop\AuditTrail-FiltenAuditTrail-Filter

Project Edit View Insert

G (Y B saveproject 3 X = T3 X D@ 5 MG [ S Goonline g Gooffline : 7 I ™ 2 || [searchinproject

AuditTrail-f \ [TP1200 Comfort] » Runtime settings
Devices /‘\
E] (|2 | senerl —— [ services )
Services =

Options  Tools Window  Help

* 7 AudieTrail-Filter | Sc==r Remote control S
B Add new device (W]l Keyboard Start Sm@rtServer
s Devices & networks Good Manufacturing Practice
Alarms
» ([ PLC_1 [CPU 1516-3 PN/DF] -
~ [ HMI [TP1200 Comfort User administration Readlwrite tags
Language & font [[] Operate as OPC-UA server

[l pevice configuration !
) Online & diagnostics OFC setting= [T HTP channel server

Tag settings
[ Web service SOAP

Y Runtime settings
» [ screens

» [ Screen management
b [3 HMitags

%24 Connections

4 HMialarms

& Recipes -

3 vistorical data SMTP communication
» [ seripts severname: [
5] scheduled tasks Port:
» [ Reports
148 Text and graphic itz emeiladdress: ||
{9 Useradministration Login:[
» [ PC station [SIMATIC PC station] Tremmel

» i3 ungrouped devices
» 5§ Securitysettings

» [§§ Ccommon data

» (=) Pocumentation zetings g D
S I R e
Result

You have successfully activated the Sm@rtServer. It is set up when the runtime is
downloaded to the device.

Diagnostics

) ML pages

[T secure connection required (55L)
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533 Modification of the Sm@rtServer password

The default password of the Sm@rtServer is "100". To adjust this, you need to
perform the following steps.

1. Stop the runtime on the panel.
2. Open the panel settings by clicking on the "Settings" button in the Start Center.
Figure 5-16

Start Center V15.0.0.0

2 ronser

3. Double click on the icon labeled "WinCC Internet Settings".

Figure 5-17
[ ] WX
if2) JE— 2 S5 § a % =) A
5 @ D @ 23 O B ¢ = 9 T
Certificates  Date/Time Display InputPanel  Intemet Keyboard Mouse  Network and Network ID oP Password Printer PROFINET Regional ScreenSaver Service & System

Options Diakup Co... Settings Commissi...

. B 8 %

Transfer upPs Volume & WinC?,

4. Click on the entry "Remote" in the upper selection bar. (1) Click the "Change
Settings" button to open the "Sm@rtServer Settings". (2)

Figure 5-18
File Vlewl
1§2) - 2 S5 ‘
B @ = P @ D % % o B ¢ =
Certificates  Date/Time Display InputPanel  Intemet Keyboard Mouse  Network and Network ID Password Printer PROF.
Options Dxal up Co..
o V=
s &f = ‘-
. A @ %
Transfer UPS Volume & WinCC

liounds Intem... [ Emai] Teinet ‘ m&

(o FUNTRTIIANE  Change settings of the

Sm@-erver
Start Sm@rtServer

Stop the Sm@rtServer

Start automatically after booting
[] Close with Runtime
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5. Assign two passwords and determine whether the user can use this password
for operator control, monitoring or just operation. Enter a password and remove
the checkbox labeled "View only". (1). Confirm your entry with the "Apply"
button. (2) Close the settings with the "OK" buttons of the menus. (3) (4)

Figure 5-19
File View
1§2] o 3 S5 & af P
= P @ D @ 3 g B @ =
Certificates  Date/Time Display InputPanel  Intemnet Keyboard Mouse  Net, Network ID opP Password Printer PRO
Options Dig @
: ‘ P
t, B @ % :
Trnsfer  UPS  Voume&  WinCC pitasesbe s o o St ok "X
younds  Intem...  |[engi | Tenet | Remote f Poling | Query | Admnistration | Certficate |
Incoming connections Display or port
Change settings g‘n‘;?"s::v‘:m of the | [V7] Accept socket connections numbers to use
[ [ Encrypt communication ©auto b
Start the Sm@rtServer | Password 1: l xxxxxx [] view only QO Display: |0
| Password 2: [Fewes= v main
Stop Stop the Sm@rtServer 1 Oports [5300
| [7] Enable network 9 o
Start automatically after booting [ ] o focal input during e I
B | NS
3 2}

Result

You have successfully changed the password of your Sm@rtServer. You will need
this for access from a client.
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5.34 Set up the connection with the ITC

This section briefly describes how to connect the ITC to a Sm@rtServer.

1. Open the settings of the ITC and log in as administrator. Open the
configuration window for the configured connections (as described in
section 4).

2. Click the "New" button at the bottom of the image to create a new connection.

Figure 5-20

Reboot Save Manual Exit

Connections

COMFORT_TP1200

IPC4TTE_RDP

IPC47TTE_VNC

H Connections

IPCATTE_AMT

3. You will be directed to the configuration screen for setting up and editing

remote connections. Depending on the selected connection type, unnecessary

fields are grayed out. Open the drop-down list labeled "Select Connection
Type" (1) and select the Sm@rtServer connection. (2)

Figure 5-21

Connections
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@3 rop Password
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4
g Web @
Show connection (Favorites)

[ Citrix Single Application
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4. Enter the parameters

e Connection name (freely selectable),
e Server IP address (IP address of the panel),

e Port (standard port 5900),

e Password (default password "100" or previously set Sm@rtServer server
password)

in the appropriate fields.

In the checkboxes you can activate and deactivate further functions of the

connections. Only the functions that are relevant for the used protocol type can
be selected.

5. Enable the function "Show connection (Favorites)" to quickly call up the
connection. (1)

6. Confirm the creation of the connection with the "OK" button. (2)

Figure 5-22
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Result

You have successfully configured a Sm@rtServer connection. You can find them
on the start screen by clicking on the star icon (Favorites). (1) By clicking on the
connection, you should be able to remotely access the screen of your
Sm@rtServer and see its contents. (2)

Figure 5-23
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5.4

5.4.1

5.4.2

Intel AMT VNC server

This section explains what settings you need to make on the server machine to
enable the AMT VNC server and how to connect to the ITC.

Components used

This application example was created with these hardware and software
components:

Table 5-4
Components Number Article number Note

IPCA77E 1 6AV7241-7LH44-0FA0 | ¢  Generally the
configuration is
possible with all
Windows systems

ITC2200 V3 1 6AV6 646-1BA22-1NAO

Intel AMT SDK

Setting up the Intel AMT-VNC Server

Depending on the IPC and installed BIOS/AMT version, the settings and their
location may change. Information about your device can be found in the
corresponding manual. Upon entering the type designation of your IPC into the
filter mask under the following link
(https://support.industry.siemens.com/cs/ww/en/ps/16740/man), you will be
redirected to the appropriate manual.

Settings in the BIOS

Note

1. Start the computer and press the <ESC> button on startup to open the BIOS
selection menu.

The setup refers to the system of the IPC 477E and may differ in other computer
systems. Please inform yourself about keyboard shortcuts and settings of the
MEBXx of your PC.
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2. Use the arrow keys to go to the "MEBX" option and open it with the <Enter>
button.
Figure 5-24

T "R

—

Continue Boot Manager Boot From Fle

3. Select "MEBXx Login".
4. Enter the standard password "admin".
Change the password. The new password must comprise:

Note
5.
6.
7.
8.
9.
Note

At least eight characters

An upper case letter

A lower case letter

A number

A special character | @ #$ % " & *)

The underscore " " and space characters are valid in the string but do not

increase the complexity of the password.

If you no longer know the password, you must reset Intel® AMT to the default
settings. Backup the password in case it is lost.

Switch to the submenu "Intel (R) AMT Configuration" and activate
"Manageability Feature Selection".

Activate the option KVM in the "SOL/IDERKVM" settings.

In the "Intel (R) AMT Configuration" submenu, enable access to the network
via "Activate Network Access".

Confirm the following dialogs with "Y".

Disable the "DHCP mode" in the "Intel (R) AMT Configuration > Intel (R) ME
Network Setup > TCP/IP Settings > Wired LAN IPV4 Configuration" settings.

Assign the desired IP address, a suitable subnet mask and the default gateway

if you want to communicate with systems outside your network.

The IP address must be different from the actual IP address of the IPC,
otherwise there will be communication problems! When exiting the MEBx
configuration, save your settings.
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Settings on the computer

To access the VTC server of the Intel AMT chip with the ITC, you must first change
the ports of the VNC because the ITC cannot access the protocol of the standard
port.

1. To do this, download the "Intel® Active Management Technology SDK"
software at the following link (https://software.intel.com/en-us/amt-
sdk/download) on a computer that is in the same network as the IPC and its
AMT.

2. Unpack the zip file.

3. Open the just unpacked folder named "AMT_SDK_12.0.0.9". Navigate to the
path "AMT_SDK 12.0.0.9 > Windows > Intel_AMT > Bin > KVM" and open the
program "KVMControlApplikation".

Figure 5-25
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« v A > Intel_LAMT » Bin » KVM v Search KVM el
* Downloads ~ MName Date modified Type Size
=] Documents StrongMamed File folder
=] Pictures [#] AMT_Sw_guLdil Application extens... 452 KB
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& OneDrive IJ KVMLik.dil Application extens... 155 KB
KVMTra Application 660 KB
~ [ This PC 3 Y e
) =l leg Text Document 1KB
- 30 Objects & Jogo lcon 2KB
I Desktop E Readme Text Docurnent 2KB
|=| Documents %] RealVNC.VNCViewerControl.dIl Application extens... 33KB
* Downloads |_'| RealVNC VNCViewerSDK.dII Application extens... 36 KB
J», Music |J wncamt.dil S/07 ] Application extens... 243 KB
9/07/2018 0&:56 Applicati 23Kl
= Pictures . [85] vnccommand 19/07/2018 06:56 Application 123 KB
16items 1 item selected 307 KB =

Note

If the program does not start, depending on the system, it may be necessary to

copy the dll files from the path "Intel_ AMT > Bin64 > KVM" to the folder
“Intel_AMT > Bin > KVM".
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4. This opens the "KVM Console". Activate the option "Edit Machine Settings". (1)
In the Hostname/IP field, enter the IP address you assigned to the AMT chip in
the previous section. (2) Enter the default user name "admin" in the field
labeled "Username”. (3) Enter the AMT password set in the previous section
into the password field. (4) Continue by clicking on the "Machine Settings"

button. (5)
Figure 5-26

VM Console

() Start session on | Default Port
Hostname [ IP:

Authentication Type:
() Windows Authentication
(®) Digest Authentication

Password:

Configure TLS settings:

Configure CIRA connectivity settings:

Edit Remote Machine KVM Settings:

Username:

@ About KVM...

@)/Ecﬁ‘. Machine Settings

|1?:'_. 16.42,234|

|admir|

SRR REBREEE [
[]TLs

[] cira

I: CIRA Settings ]
P — 1
Machine Settings
LJ

Note Make sure that the computer on which you configure the "Machine Settings" and
the computer on which you want to set up the AMT VNC server communicate
with each other. Furthermore, you should make sure to enter all information for
the connection correctly, as it may otherwise lead to a deterioration of the

functionality of the KVM console.

5. This opens the "Remote Machine Details" window. Set "KVM Status" in the
drop-down list to "Enable default port". (1) Disable the "Enable Opt-In" option.
(2) Now enter a password for the VNC access in the field "Change current RFB
Password". (3) You will need this to connect to the AMT VNC server. It may be
different from the AMT access password. Apply the settings with the "Apply"

button. (4)
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Note The RFB password must meet the following conditions:

e It has to be 8 digits,

e Upper/lower case text,

e Numbers,

e and contain special characters.

Figure 5-27

@ Remote Machine Details — s

Enahbled - default part - :
Enable Opt-In Opt-In timeout After: |60 :::Is
hange current RFE Password: LITTTTYY ], 3

Default visible monitor: (@) Monitor 0 () Monitor 1 O\/glr 2

TCP Session timeout: 3 = minutes

6. A window opens which confirms the changes made to the machine settings.
Close the window and the window of the "Remote Machine Details" with the
"OK" buttons.

Figure 5-28

Settings Saved >

o Configured remote machine settings
0] D

Result

You have successfully configured the Intel AMT VNC server and can now connect

to the ITC.
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543 Setting up the AMT-VNC connection with the ITC

This section describes how to connect the ITC to an AMT-VNC server.

1. Open the settings of the ITC and log in as administrator. Open the
configuration window for the configured connections (as described in
section 4).

2. Click the "New" button at the bottom of the image to create a new connection.

Figure 5-29

Reboot Save Manual Exit

Connections

ﬁ COMFORT_TP1200

IPC477E_RDP

- IPC4T7E_VNC

Connections

3. You will be directed to the configuration screen for setting up and editing

remote connections. Depending on the selected connection type, unnecessary

fields are grayed out. Open the drop-down list labeled "Select Connection
Type" (1) and select the VNC connection. (2)
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Figure 5-30
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4. Enter the parameters

e Connection name (freely selectable),

e Server IP address (address that you have configured in the MEBX settings),

e Port (standard port 5900),

e Password (RFB password set via KVM Configuration Tool)
in the appropriate fields.
In the checkboxes you can activate and deactivate further functions of the
connections. Only the functions that are relevant for the used protocol type can
be selected.

5. Activate the "Show connection (Favorites)" function to quickly call the
connection. (1)

6. Confirm the creation of the connection with the "OK" button. (2)

Figure 5-31

Connections

Connection type Domain

21 VNC
Connection name User

AMT_VNCPORT

Description Password
Server (IP address or hostname)

Autostart connection
172.16.42.234 -
Bort 3 @ Show connection (Favorites)

5900 D
Start program [_ >\)ﬂect automatically

Connect USB as drive

@ Fitto screen

Encryption

Redundant 2nd server

ITC configuration examples
Article ID: 109758315, V1.0, 08/2018 45



© Siemens AG 2018 All rights reserved

5 Setup of the connections

Result

You have successfully configured an AMT-VNC connection. You can find it on the
start screen by clicking on the star icon (Favorites). (1) Clicking on the connection
allows you to remotely access the screen of your AMT-VNC server and see its
contents. (2) The main advantage is that the AMT-VNC server is active with the AC
adapter plugged in, allowing you to remotely access the BIOS and remotely reboot
the system. The screen accessed via AMT is marked with a red/amber blinking
frame as long as the connection is active.

Figure 5-32

q AMT_VNCPORT  |& o .
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5.5

5.5.1

5.5.2

Note

Intel AMT web server

This section explains what settings you need to make on the server machine to
enable the AMT web server and how to connect to the ITC.

Components used

This application example was created with these hardware and software
components:

Table 5-5
Components Number Article number Note
IPC477D 1 6AV7240-8MDO00-0PA8
ITC2200 V3 1 6AV6 646-1BA22-1NAO

Setting up the Intel AMT web server

Depending on the IPC and installed BIOS/AMT version, the settings and their
location may change. Information about your device can be found in the
corresponding manual. Upon entering the type designation of your IPC into the
filter mask under the following link, you will be redirected to the appropriate
manual.

7. Restart the computer and press the <ESC> button upon startup to open the
BIOS selection menu.

The setup applies to the system of the IPC 477E and may differ in other
computer systems. Please familiarize yourself with keyboard shortcuts and
settings of the MEBx of your PC.

8. Use the arrow keys to go to the "MEBX" option and open it with the <Enter>
button.

Figure 5-33

TR B

Continue Boot Manager Boot From Fle

5 &

— =7
scu BIOS Update
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9.

10.

Select "MEBXx Login".
Enter the standard password "admin".

Change the password. The new password must comprise:

At least eight characters

An upper case letter

A lower case letter

A number

A special character | @ #$ % " & *)

The underscore " " and space characters are valid in the string but do not

increase the complexity of the password.

Note If you no longer know the password, you must reset Intel® AMT to the default
settings. Backup the password in case it is lost.

11.

12.

13.
14.

Switch to the submenu "Intel (R) AMT Configuration" and activate
"Manageability Feature Selection”.

In the "Intel (R) AMT Configuration” submenu, enable access to the network
via "Activate Network Access".

Confirm the following dialogs with "Y".
Disable the "DHCP mode" in the "Intel (R) AMT Configuration > Intel (R) ME

Network Setup > TCP/IP Settings > Wired LAN IPV4 Configuration" settings.

Assign the desired IP address, a suitable subnet mask and the standard
gateway if you want to communicate with systems outside your network.

Note The IP address must be different from the actual IP address of the IPC,
otherwise there will be communication problems! When exiting the MEBx
configuration, save your settings.
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55.3 Setting up the AMT web server connection with the ITC

This section describes how to connect the ITC to the AMT web server of an

IPC477D.

1. Open the settings of the ITC and log in as administrator. Open the
configuration window for the configured connections (as described in section

4).

2. Click the "New" button at the bottom of the image to create a new connection.

Figure 5-34

H Connections

3. You will be directed to the configuration screen for setting up and editing

Connections

Reboot Save Manual Exit

COMFORT_TP1200

IPC477E_RDP

IPC477E_VNC

remote connections. Depending on the selected connection type, unnecessary

fields are grayed out. Open the drop-down list labeled "Select Connection

Type" (1) and select the web connection. (2)

Figure 5-35
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Note

Enter the parameters

Connection name (freely selectable),

URL="http//" + server IP address + ":" + port (standard port 16992),
in the appropriate fields.

In the checkboxes you can activate and deactivate further functions of the

For the web connection, the port is appended to the IP address in the "URL"
field. A ":" is set as separator between the IP address and the port number. The
port field is grayed out when configuring the web connection.

connections. Only the functions that are relevant for the used protocol type can

Activate the "Show Connection (Favorites)" function to quickly call the

Confirm the creation of the connection with the "OK" button. (2)

be selected.
5.

connection. (1)
6.
Figure 5-36
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Result

You have successfully configured a connection to the AMT web server. You can
find it on the start screen by clicking on the star icon (Favorites). (1) Click on the
connection to access the screen of your AMT web server. (2)

Figure 5-37

Demonstration AMT webserver
This example shows you how to connect to the AMT web server of an IPC.

1. Call up the connection to the web server that you configured in the previous
section via ITC. You will get to the login page of the AMT server. Click on the
"Log On ..." button to log in.

Figure 5-38

View  Bookmarks
| Intel® Active Management .., X | +

& | 172.16.42.234.16992/10g0n.htm

Intel® Active Management Technology

Log On
Log on to Intel® Active Management Technology on this computer.

Log On...
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2. This opens a login windows in which you must enter the username (1) and the
password you configured in the AMT settings. (2) Confirm your entries with the
"OK" button. (3)

Note The default username for accessing the AMT web server is "admin".

Figure 5-39

T3 hupIT2.16.42.234:16902 s (BqUESHNG YOUT USAMAma and password. Th site says:
£ *Digest: SAF40000000000000000000000000000"

User Mame: | admin |

\

Password: BEEEREERE |

; Cancel | | (=13

@/

Result

You now have access to the web servers of the Intel AMT technology. Here you can
view various information as well as an event log of your computer, restart the PC
and change various settings of the AMT technology.

Figure 5-40

View  Bookmarks

|/ Intel® Active Management ... X \+

(4 ) @] 172.16.42.234: 160

Intel® Active Management Technology

Computer: pc477d

Systemn Status System Information
System
g _Computer ol SIMATIC IPC477D
Disk % Manufacturer SIEMENS AG
Battery Version BAV
Event Log T stiz;:;“m -
Remote Control _
Power Policies _System 1D 48505653-3936-3735

Metwork Settings
IPVE Network Settings | Baseboard

System Name Settings
User Accounts Manutacturer SIEMENS AG
Product name ASE03466441
Version RS-AE
Serial number HEZ51967
Asset tag SIMATIC IPCATTID
_Replaceabie? Yes
BlOS
Vendor Insyde Corp.
Verslon V17.02.13
Release date 06/04/2018
Supparied functions PCI Upgradeable
Shadowing is allowed Boot from CD
Selectable boot EDD spec

Floppy for NEC 9800 1.2MB Floppy for TOSHIBA 1.2MB
5.25"/360KE Mloppy services 5.25711.2ME flloppy services
3.5°[720KB floppy services 3.5"/2.8BMB floppy services
8042 keyboard services CGAMono video services
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5.6

5.6.1

5.6.2

5.6.3

WinCC project with web-enabled runtime

This section explains which settings you have to make on the server computer and
on the WinCC project (V7.4/V15) and how to connect to the ITC via WebUX.

Components used

This application example was created with these hardware and software

components:
Table 5-6
Components Number Article number Note
ITC2200 V3 1 6AV6646-1BA22-1NAO
SIMATIC WIinCC 1 6AV2103-0DA05-0AA5 With 512 power tags
Professional V15 With DVD
SIMATIC STEP 7 Prof. 1 6ES7822-1AA05-0YAS Floating license

V15 With USB stick
With DVD

SIMATIC WinCC V7.4 6AV6381-2BNO7-4AX0 With USB stick
With DVD

Software requirements to the server

For your computer to be able to share pictures on the web, it is necessary to
activate the functions of the IIS in the system.

To enable the use of WebUX, it is necessary to configure the firewall of your
system. To do this, you must create incoming and outgoing rules for the WebUX
port. The default port that WebUX uses is https port 443.

Additional information on the configuration of web-enabled WinCC projects is
available at the following link. (Article ID: 109744149)

Configuration of the server V7.4

This section shows you which settings you must make in the WinCC project (V7.4)
in order to make the HMI web-enabled.

Setting in the process picture

Any image that you would like to access via the HTML5 browser must first be

shared with WebUX.

1. To do this, open the required pictures of the WinCC project in the "Graphic

Designer".
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2. Open the "Object properties" and switch to the settings with the button
"Properties". (1) In the left list, select the category "Miscellaneous". (2) Set the
web-enabled option to "Yes". (3)

Figure 5-41
FOREH o M ] ] - e L A C S R MR LI
[ Start mobie_shone. P01 v Tl B T B2 Of | b = 2 G2 S| TR & o dol T e [ G (I [ (] () ] [

Start_mobile_phone.PDL X |

tile_line_overview. PDL

Properies | Events

Picture Object Attribute Static Dynamic Update.. Indir.
- Geometry Operator-Control Enable Yes Q O
Colors Authorization <Mo access protection O
Styles 2 .
= Displa es H
Miscellaneous = Py v
Background Picture Update Cycle s
;e Date of Last Change 12/20/2017
- Effects
Cursor Mode Tab Order
Extended Zooming Yes 9 [
Passwerd Protection inactive
Display name
Web-enabled Yes

3. Repeat these steps for all images that you want to make web-enabled.

Result
The images you want can now be accessed via the HTML5 browser.
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Settings in the user administration

To log in via a user in the online project, you must first release it for web
applications and assign it a start screen.

1. Open "User Administration" in your project.

2. Select a user group. (1) Select the user who should have online access. (2)
Activate the entry "WebUX" in the category "Web" and check the box. (3)
Define the desired start screen for this user. (4)

Figure 5-42

User Administrator - WinCC Configuration

File Edit Miew Tools Help
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- § winced — =L H |Login
- 7 |wincce_tablet -
-~ § winced_phone 3 lwincce view Logon with smart card
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§ wincce phene i; Period of time before automatic logoff|10
P = |Web
- § wincce_tablet 13
b wincee view \WebNavigator )
o L - 14 WebNavigator start picture
= %IEMEN&USER 15 Use horn on Web client ~ 3
- § phone 16 Wablx W 4
l sIEmens 17 Start Picture of WebUX Start_mobile_phone”
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21
22 3
T el A e Voo e e WS
3. Carry out step 2 for all users who are to receive web access.
Note User credentials are the same as local access to the project. A separate start

screen for online access can be set for each user. They see this as soon as they
log in via a web browser.
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5.64 Configuration of the server V15

This section describes which settings you must make in the WinCC project (V15) in

order to make the HMI web-enabled. This option is only available for WinCC

Professional.

Setting in the process picture

Any image that you would like to access via the HTML5 browser must first be

shared with WebUX.

1.

Figure 5-43

In the "Project tree" of your RT Professional, open the image that you want to
make web-enabled. (1)

Open the "Properties" with the button of the same name at the bottom of the
screen. (2) In the area navigation, click the Web Access category. (3) Tick the
checkbox of the WebUX option. (4)
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Repeat these steps for all images that you want to make web-enabled.

Result

The images you want can now be accessed via the Internet/Intranet. You can
see that the image is web-enabled, by the small blue Internet symbol on the
image icon in the project navigator.

Figure 5-44
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Settings in the user administration

To log in via a user in the online project, you must first release it for web
applications and assign it a start screen.

1. Open the "User Administration" in your project. (1)

2. Switch to the "User" tab. (2) Select the user who is to have online access. (3)
Define the desired start screen for this user in the WebUX area. (4) The check
mark for "Access for User" is set automatically when the image is selected.

Figure 5-45
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3. Carry out step 2 for all users who are to receive web access.

Note

User credentials are the same as local access to the project. A separate start

screen for online access can be set for each user. They see this as soon as they

log in via a web browser.

5.6.5

Set up the connection with the ITC

This section describes how to connect the ITC to a WebUX web server. The
configuration is shown as an example for the WebUX demo access of the Ecole
filling system. Additional information is available at the following link. (Article 1D:

45027800)

1. Open the settings of the ITC and log in as administrator. Open the
configuration window for the configured connections (as described in

section 4).

2. Click the "New" button at the bottom of the image to create a new connection.
You will be directed to the configuration screen for setting up and editing
remote connections. Depending on the selected connection type, unnecessary
fields are grayed out.
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Figure 5-46
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3. Open the drop-down list labeled "Select Connection Type" (1) and select the

web connection. (2)
Figure 5-47
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4. Enter the parameters

e Connection name (freely selectable) and

e URL (Ecole access: https://62.245.153.66:433)
in the appropriate fields.

Note The entry "https" always points to the standard port "443". If you have changed

this in your system, the entry of the URL is as follows:

llhttps.//u o |||P|| o ll:ll o "POrt",

As shown in Figure 5-8.

In the checkboxes you can activate and deactivate further functions of the

connections. Only the functions that are relevant for the used protocol type can
be selected.

5. Activate the "Show Connection (Favorites)" function to quickly call it up. (1)

6. Confirm the creation of the connection with the "OK" button. (2)
Figure 5-48
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5.6.6

Figure 5-50

#

Result

You have successfully set up a WebUX connection. You can find them on the start
screen by clicking on the star icon (Favorites). (1) Click on the connection to open
the ITC web browser. (2) You will then have access to the web view of your WinCC
project.

Figure 5-49

Demonstration of the WebUX server:

This example shows how to connect to the demo web server of the Ecole bottling
plant via WebUX. This project has been made available online to give you an idea
of web applications and their benefits.

Since certificates between your computer and the server cannot be easily
exchanged, the connection is classified as insecure. However, you can safely
access it with just a few clicks described below.

1. Invoke the level in the previous section Configured Web Connection to the ITC.
2. Click the "Advanced" button in the next window.

Your connection is not secure

The ovmer of 62.245.153.66 has configured their website improperly. To protect your information from being stolen,
WebBrowser has not connected to this website.

Learn more.

-

Report errors like this to help Mozilla identify and block malicious sites

@
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3. Click on the "Add Exception ..." button in the area that opens.
Figure 5-51

% Your connection is not secure

The owner of 62.245.153.66 has configured their website improperly. To protect your information from being stolen,
WebBrowser has not connected to this website,

Learn more

Report errors like this to help Mozilla identify and block malicious sites

62.245.153.66:433 uses an invalid security certificate

The certificate is not trusted because it is self-signed
The certificate is not valid for the name 62.245.153.66.

Efror code: SEC_ERROR_UNKNOWN_ISSUER

Add Exception,

@

4. In the window that opens, click the "Confirm Security Exception" button.
Figure 5-52

You are about to override how Nightly identifies this site.
Legitimate banks, stores, and other public sites will not ask you to do this.

Server
Location: | hitps://62.245.153.66:433/ ]  Get Certificate
Certificate Status
This site attempts to identify itself vath invalid information. ‘ View...
Wrong Site

The certificate belongs to a different site, which could mean that someone Is trying to
impersonate this site.

Unknown Identity

The certificate is not trusted because it hasn't been verified as Issued by a trusted authority
using a secure signature.

|_JPermanently store this exception

|  Confirm Security Exception | Cancel |

D)
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5. This takes you to the online login window of the WinCC project. Enter the
username "wincce" and the password "winccpass" in the login window for the
classic view in English. (1) Confirm the entries with the "Login" button. (2)
Further valid login information can be found under the following link. (Article ID:
45027800)

Figure 5-53

Result

You have successfully connected to the ITC on the WinCC demo project and can
navigate through the individual screens and view various values and settings.

Figure 5-54
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5.7 PLC with web server
This section explains how to enable the web server of an S7-1500 and how to
connect to the ITC via the web. Such web servers are already installed in many
SIMATIC products and can be activated and called up in a similar way.
57.1 Components used
This application example was created with these hardware and software
components:
Table5-7
Components Numbe Article number Note
r
S7 1500 CPU 1516-3 1 6ES7 516-3AN01-0ABO | Or other S7-1500 CPUs
PN/DP
ITC2200 V3 1 6AV6 646-1BA22-1NAO
5.7.2 Activating the web server of a PLC S7-1500
This section shows you how to activate the web server of a PLC S7-1500. This is
an example and should clarify how uncomplicated the activation of the web server
of SIMATIC products is.
1. Open the "Device configuration” of your controller with a double-click. (1)
2. Inthe properties window at the bottom of the screen, select the entry "Web
server”. (2) In the "General" area, activate the web server by ticking the option
"Activate webserver on this module”. (3)
Figure 5-55
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3. Awarning follows that states that the security of your system is reduced by
activating the web server. Confirm your acknowledgment of the safety warning

with the "OK" button.
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Figure 5-56

Vel seErver

Security note

Activating the Web server reduces protection from unauthorized internal or
external access to functions and data on this device.

X

==

B

Note You can improve the security of the controller by allowing the web server to
communicate only through the system's HTTPS port. (lower checkbox in the
"General" section) However, this would still require the exchange of certificates
for the connection, which is not taken into account in this application example.

4. For full access to the functions of the PLC web server, it is necessary to create
an authorized user. In the PLC properties, go to the category "Web server >
User management". (1) Create a new user. (2) Assign the rights the user
should receive (in this example he will get all rights). (3) Assign a password for
the user. (4)

User management

Figure 5-57
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3 TR Y

Password
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5. Save and upload your project to your controller.

Result

You have successfully activated the web server of the PLC and created an
authorized user. You can now access it via the web browser.

5.7.3 Setting up the S7-1500 web server connection with the ITC

This section describes how to connect the ITC to the web server of a

PLC S7-1500.

1. Open the settings of the ITC and log in as administrator. Open the
configuration window for the configured connections (as described in
section 4).

2. Click the "New" button at the bottom of the image to create a new connection.
You will be directed to the configuration screen for setting up and editing
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remote connections. Depending on the selected connection type, unnecessary
fields are grayed out.

Figure 5-58

Connections

Reboot Save Manual Exit

Connections

3. Open the drop-down list labeled "Select Connection Type" (1) and select the

: d COMFORT_TP1200

*

IPC477E_RDP

web connection. (2)

Figure 5-59
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4. Enter the parameters

e Connection name (freely selectable) and
e URL ="http: /" + "IP address" (address of the S7-1500)
in the appropriate fields.

In the checkboxes you can activate and deactivate further functions of the
connections. Only the functions that are relevant for the used protocol type can
be selected.

5. Activate the "Show connection (Favorites)" function to be able to call up the
function quickly. (1)

6. Confirm the creation of the connection with the "OK" button. (2)

Figure 5-60

Result

Connections

Connection type Domain
3 web
Connection name User
PLC_Webserver

Description Password

URL
Autostart connection
hiip://172.16.42.55

Port E Show connection (Favorites)

. 1)
Start program \)nect automatically

Connect USB as drive
Redundant 2nd server
Fitto screen

Encryption

You have successfully configured the connection to the web server of the PLC.
You can find it on the start screen by clicking on the star icon (Favorites). (1) Click
on the connection to open the ITC web browser. (2) You will then be granted
access to the web server.

Figure 5-61
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5.7.4 Demonstration of the PLC web server:

This section shows you how to connect to the web server of an S7-1500.

Since no certificates are exchanged between your ITC and your PLC, the
connection is classified as insecure.

1. Call up the connection to the web server via ITC. This takes you to the intro
page of the S7-1500 web server. Continue by clicking on the "Enter" button.

Figure 5-62

SIMATIC S7-1500

CPU 1516-3 PN/DP

2. This opens the start page of your PLC web server. Enter the user information
you have created. (1) Confirm your entries with the "Log in" button. (2)

Figure 5-63
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3. Since the browser does not classify this website as safe, you will need to take
a few more steps to get full access to the PLC's web server. Click the
"Advanced" button in the next window.
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Figure 5-64

% Your connection is not secure

The owner of 172.16.42.55 has configured their website improperly. To protect your information from being stolen,
WebBrowser has not connected to this website.

Learn more.

o

Report errors like this to help Mozilla identify and block malicious sites @

4. Click on the "Add Exception ..." button in the area that opens.
Figure 5-65

% Your connection is not secure

The owner of 172.16.42.55 has configured their website improperly. To protect your information from being stolen,
WebBrowser has not connected to this website

Learn more

Report errors like this to help Mozilla identify and block malicious sites

172.16.42.55 uses an invalid security certificate,

The certificate is 1y cause it is self-signed.

Error code: SEC_ NOWN_ISSUER
Add Exception.Z

5. In the window that opens, click the "Confirm Security Exception" button.
Figure 5-66

You are about to override how Nightly identifies this site.
‘!} Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location: [ https://172.16.42.55/FormLogir| ﬁé;(c;;l—lgde—
Certificate Status

This site attempts to identify itself vath invalid information. | view...

Unknown Identity

The certificate Is not trusted because It hasn't been verified as Issued by a trusted authority
using a secure signature.

| Confirm Security Exception | cancel
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6. Submit the credentials again. Do this by clicking on the "Resend" button.
Figure 5-67

To display this page, Nightly must send information that will repeat any action (such as a search or
: order confirmation) that was performed earler,

cancel | |

Result

You now have full access to the web server of your PLC and can therefore
read/change system information or influence the operating status. More information
about the S7-1500 web server is available at the following link. (Article ID:
59193560)

Figure 5-68
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6
6.1

Appendix

Service and Support

Industry Online Support

Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire
service and support know-how and portfolio.

The Industry Online Support is the central address for information about our
products, solutions and services.

Product information, manuals, downloads, FAQs, application examples and videos
—all information is accessible with just a few mouse clicks:
https://support.industry.siemens.com

Technical Support

The Technical Support of Siemens Industry provides you fast and competent
support regarding all technical queries with numerous tailor-made offers

— ranging from basic support to individual support contracts. Please send queries
to Technical Support via Web form:

www.siemens.com/industry/supportrequest

SITRAIN - Training for Industry

We support you with our globally available training courses for industry with
practical experience, innovative learning methods and a concept that’s tailored to
the customer’s specific needs.

For more information on our offered trainings and courses, as well as their

locations and dates, refer to our web page:
Www.siemens.com/sitrain

Service offer

Our range of services includes the following:
e Plant data services

e Spare parts services

e Repair services

e On-site and maintenance services

e Retrofitting and modernization services
e Service programs and contracts

You can find detailed information on our range of services in the service catalog
web page:
https://support.industry.siemens.com/cs/sc

Industry Online Support app

You will receive optimum support wherever you are with the "Siemens Industry
Online Support" app. The app is available for Apple iOS, Android and Windows
Phone:

https://support.industry.siemens.com/cs/ww/en/sc/2067
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6.2 Links and literature
Table 6-1
No. Topic
\1\ Siemens Industry Online Support

https://support.industry.siemens.com

\2\

Link to the article page of the application example
https://support.industry.siemens.com/cs/ww/en/view/109758315

\3\
6.3 Change documentation
Table 6-2
Version Date Change
V1.0 MM/YYYY 08/2018
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