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Security  Security information

mforma- In order to protect plants, systems, machines and networks against cyber

tion threats, it is necessary to implement — and continuously maintain — a holistic,
state-of-the-art industrial security concept. Siemens’ products and solutions only
form one element of such a concept. Customer is responsible to prevent
unauthorized access to its plants, systems, machines and networks. Systems,
machines and components should only be connected to the enterprise network
or the internet if and to the extent necessary and with appropriate security
measures (e.g. use of firewalls and network segmentation) in place. Additionally,
Siemens’ guidance on appropriate security measures should be taken into
account. For more information about industrial security, please visit
http://www.siemens.com/industrialsecurity. Siemens’ products and solutions
undergo continuous development to make them more secure. Siemens strongly
recommends to apply product updates as soon as available and to always use
the latest product versions. Use of product versions that are no longer supported,
and failure to apply latest updates may increase customer’s exposure to cyber
threats. To stay informed about product updates, subscribe to the Siemens
Industrial Security RSS Feed under http://www.siemens.com/industrialsecurity.
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1 Support Packages for STEP 7

1 Support Packages for STEP 7

1.1 Support Packages for
STEP 7 Basic or Professional V16

You can use these HSP with STEP 7 Basic V16 and STEP 7 Professional V16.
At least STEP 7 Basic V16 or STEP 7 Professional V16 is required.

111 HSP 0134

is necessary for this device:
SIMATIC ET 200PRO Frequency converter FC-2 — FW Version 4.7.10
- 6SL3514-1KE13-5AEQ

1.1.2 New: HSP 0305

is necessary for this module:
SIMATIC ET200 SP CM DALI
- B6ES7137-6CA00-0BUO
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1 Support Packages for STEP 7

Support Packages for STEP 7 Professional V16

You can use these HSP with STEP 7 Professional V16. At least STEP 7
Professional V16 is required.

1.1.3 Removed: HSP 0076

114 HSP 0185

is necessary for these devices:
SINAMICS V90 PN (FW-version 1.04)

6SL3210-5FB10-1UFO0; 6SL3210-5FB10-1UF2; 6SL3210-5FB10-2UFO;
6SL3210-5FB10-2UF2; 6SL3210-5FB10-4UF1; 6SL3210-5FB10-8UFO;
6SL3210-5FB11-0UF1; 6SL3210-5FB11-5UF0

6SL3210-5FB12-0UFO

6SL3210-5FE10-4UF0; 6SL3210-5FE10-8UFO;
6SL3210-5FE11-0UFO0; 6SL3210-5FE11-5UFO;
6SL3210-5FE12-0UFO;

6SL3210-5FE13-5UF0

6SL3210-5FE15-0UFO;

6SL3210-5FE17-0UFO
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2 Support Packages for WinCC

2 Support Packages for WinCC
2.1 Support Packages for WinCC V16

2.1.1 Currently no HSP files for WinCC V16 are available
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3 Support Packages for STEP 7 Safety

3 Support Packages for STEP 7 Safety
3.1 Support Packages for STEP 7 Safety Advanced V16

3.1.1 Currently no HSP files for STEP 7 Safety V16 are available
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